WA
LN
WAL
WA
)
MWW
ESNNN
WL
AV

5::51,”/
MW
S
MR A
AR AN
O VAL RAAN
MMMV
A\

VI
O
®
—
®
Z
I
O
LL]
_I
a
Z
<
LL]
O
Z
<
—
al
>
O
O
—
=
<




Facts

The amount of money laundered globally ranges between USD 800bn — USD 2 trillion per
annum

The global non-cash transaction volume is estimated to be 671 billion in 2019
Banks worldwide spend around $8 billion on AML compliance annually

Almost $26 billion in fines has been imposed for non-compliance with AML / KYC and
sanctions regulations in the last decade

Majority of financial institutions get fined by international regulators rather than their own
regulators.

The US Department of Justice is the most active regulator when it comes to imposing
financial penalties for non-compliance.

Europe recorded their highest regional fine of $900 million in 2018 against a Dutch bank.

The Nordics is the only region that fines their own domestic banks more than international
banks.
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Headlines

Scandals underscore the EU’s vulnerabilities to money laundering

European regulators have circulated a confidential paper warning national governments
and the European Parliament about shortcomings in the EU AML efforts and providing
recommendations to strengthen these efforts by centralizing the enforcement of AML
rules through a powerful new EU authority to ensure that banks implement background
checks and other AML measures

US creeps into Europe’s money laundering blind spot

At present, there’s no independent European authority which can force banks to clean up
their acts. Lacking a regional AML figurehead, the United States has become the de facto
AML authority in Europe. (The Patriot Act; Section 311)

Corruption and money laundering are synergistic

FATF has published recommendations that are designed to combat money laundering
and terrorist financing but, when effectively implemented, they can also help combat
corruption by safeguarding the integrity of the public sector, protecting designated private
sector institutions from abuse and increasing transparency of the financial system
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Scandals and fines everywhere

ABLV Bank,
Latvia

Danske Bank,
Estonia

Latvia’s third largest lender, ABLV, is to be closed down.

The bank run was triggered by the U.S. Treasury.

On February 13, 2018, the Treasury’s Financial Crimes Enforcement
Network (FInCEN) issued a notice accusing ABLV of money
laundering.

ABLV was promptly denied U.S. dollar funding.

Simultaneously, depositors rushed to remove their money.

Less than a week later, to prevent the bank’s disorderly collapse, the
Latvian regulator and the ECB froze all payments out of ABLV and
authorized ABLV'’s liquidation less than a week after imposing the
moratorium.

One of the biggest in the financial sector in many years.

An estimated $235 billion worth of transactions flowing through its
Estonian branch between 2007 and 2015 may have been suspicious,
and connected to potential money laundering

The CEO has resigned

There has been a sharp drop in its share price as investors pull out in
anticipation of possible regulatory and legal punishments on the back
of the scandal.

It is calculated that the penalties for Danske Bank could range
between $2 to 8 billion approximately.
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Scandals and fines everywhere

ING Bank,
Holland

Pilatus Bank,
Malta

Dutch bank ING has paid €775m to settle a huge money-laundering
case in the Netherlands

The settlement included a €675m fine and a disgorgement payment of
€100m to the Dutch government that represented the amount ING did
not spend on staff and procedures to implement anti-money laundering
rules.

ING chief executive Ralph Hamers conceded that the bank had failed
to do enough to prevent money laundering.

ING said the US Securities and Exchange Commission had also asked
for information about the Dutch investigations.

Maltese authorities have seized control of Pilatus bank at the center of
a corruption scandal.

Malta’s banking regulator has frozen all transactions for customers,
executives and shareholders at Pilatus Bank with immediate effect
following the arrest and indictment in the US of its Washington-based
Iranian owner.

The bank has been the subject of intense controversy in Malta and
was known to have held accounts for a top official in the government of
the prime minister, Joseph Muscat, and members of Azerbaijan’s ruling
family.
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Danske bank: multiple countries affected

Where did the €200bn come from and where did it go?

% of flows* for origin and destination by country

Incoming funds Outgoing funds

Estonia 23 Estonia 15

Latvia 12 / Latvia 14
\ Customers in the

RUSELB 23 - nan.reﬂden'l‘ _—____-.—-——_.' Chlnﬂ ?

portfolio
Cyprus 9@ _— - - — Switzerland &

Others** 30 Others** 52

* Funds transferred from external parties to customers in the non-resident portfolio then transferred to external recipients
**Others represent more than 150 countries

Source: Bruun & Hjejle
DFT
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What should we expect?

With the current lack of a central enforcement agency, the US (driven by the Patriot Act,
Section 311) has positioned itself as the “de facto” regulator for AML investigations and
enforcements e.g. ABLV and Pilatus

In view of the pressure from the US, it is being said by top officials that European Union
banks face an anti-money laundering crackdown before the end of the year.

Newly-adopted anti-money laundering rules, set to enter into force by 2020, foresee the
establishment in all EU countries of centralized bank account registers to gather
financial data.

A unitary architecture is being suggested centered on a new European AML Authority
that would work on the basis of deep relationships with national authorities such as
financial intelligence units and law enforcement agencies.

The new authority would have high standards of governance and independence,
publish all its decisions and be empowered to impose sufficiently large fines to deter
malpractice.
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Traditional approach to money laundering checks

Profiling
Transaction monitoring

Data Base matching

The anomalies thrown up by all these checks are verified, first by the front-end teams and
subsequently by the compliance staff.

This approach is traditional and has evolved with time and through experience — however -
the significant amount of manual checks and judgmental bias reduces consistency and
ultimately fails to provide an effective and efficient AML system.
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Challenges to traditional AML approach

Rising volumes

Assessment based on past trends

False positives

Proliferation of new payment methods

Skewed towards structured data

Data silos

Lack of info sharing

Dependence on manpower and the risk of collusion

The training budget/lag cycle
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Where is the tech going to help

Faster and larger volumes of data processing ability
Better data visualization

Predictive modelling

Unstructured data assessment and behaviour profiling

Innovative training tools
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What Technology to use

Plenty of Technology Solutions in the Market and the need for the
Organization to choose the best fit for their needs

End-to-End Platforms vs. RPA (Robotics Process Automation), ML (Machine
Learning), and Al (Artificial Intelligence)

Criteria to Define which of the Solution suits best
Goals (Quality, Productivity, CSAT increase; Risk mitigation)
Current IT Infrastructure
Deadlines to automate
Investment plan

The Amazing potential of RPA , ML and Al in AML
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Typical areas where RPA can be applied in KYC / CDD

KYC
Risk Assessment

Customer information gathering, KYC . .
Questionnaire Collecting data from regulatory bodies,

government websites etc.

Identifying and inserting customer o . _—
identification information into the Connect this information to the existing

company systems systems

Validation of the Customer information by| Ensure that Audit trail is maintained

accessing databases or 3d party system Customer Due DiIigence
websites

Customer Screening, internal and external watchlists

Communication, Notifications
checks

& Reporting Transaction Monitoring

Regulatory monitoring
Internal emails and checks, Alerts Distribution for further
investigation
Emails to customers, Requests for documents or information

Suspicious Activity Detection

Status change Alerts

CTR (Covered Transactions Report), SAR (Suspicious Activity Re

Robot Productivity report, Errors Report Combined with Machine Learning -

reduce False Positives
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Legal applications of Al

Contracts preparation

Analysis of the variance and
risks between the contracts
section and clauses libraries

Contracts text analytics to
automatically identify the terms
and commitments

Mitigate the risk, based on
compliance analysis that
identifies the gaps and
obligations that need to exist

Legal research
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Contacts

Ali Pirzada

Forensic & Integrity Services Leader
+359 2/81 77 100
Ali.Pirzada@bg.ey.com
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