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New trends and developments in the EU

Increased information sharing

— between financial institutions
Legislation regarding the ultimate

beneficial ownership to become a

prominent feature of the financial
AML rules for crypto-businesses
and virtual assets shall become a

crime landscape
procedures

The sanction landscape is to

become more complexed
Development of transaction
monitoring processes
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A new AML blacklist
adopted by the
European Commission

French court fines Swiss
bank €3.7 billion for tax

fraud

New Swiss banks’
code of conduct

» European Commission
adopted a new list of third
countries with weak anti-
money laundering and terrorist
financing regimes on 13
February 2019 (23 jurisdictions
in it)

However, the European
Commission vowed to compile
a new list of countries that
present a money laundering
risk by summer.

» Switzerland’s largest bank

was convicted of illegally
helping its wealthy clients in
France to hide billions of
euros from French tax
authorities between 2004 and
2012 and launder the
proceeds.

The prosecutors said the
bank was "systematic"” in its
support to tax-evading
customers and that the
laundering of proceeds from
the tax fraud was done on an
"industrial” scale.

Switzerland
under threat to
be included in the
blacklist

There is a reform fever fueled due to some critics of the
Financial Action Task Force (FATF) , close to the OECD,
against the Swiss legislation on technical compliance. In their
fourth evaluation report for Switzerland, in December 2016,
these experts identified certain margins for improvement, so
that Switzerland has since been subjected to an enhanced
follow-up process. To avoid a greylisting, even a blacklisting
that would compromise its reputation, it is required to fill as
much as possible the shortcomings with which it is accused in
a period of about three years, i.e by the beginning of 2020 at

the latest.
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The SBA has published
the revised Agreement
on the Swiss banks’
code of conduct with
regard to the exercise
of due diligence (CDB
20). The now stricter
self-regulatory
agreement is an
important component of
the Swiss counter-
measures for the fight
against money
laundering and terrorist
financing.

It sets out the duties of
the banks relating to the
identification of
contracting partners as
well as the
establishment of
controlling persons or
beneficial owners

The CDB 20 will come
into force on 1 January
2020.




AML in Bulgaria —the Timeline

_ _ Registration of 5th AML
Adoption of internal beneficial Directive

rules by obliged entities Oowners O
Preparation Q

Adoption of of NRA
To be transposed

rules on the
application of
the MAMLA
by 10.01.2020.

©

31.05.2019
12 May 2019

The deadline
will be
determined by a
decree of the

Published on I\C/If?uncil of
08.01.2019 inisters
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Why should we care?

» Wide personal scope (examples: banks, payment service
providers, lease companies, contracting authorities,
NPQOs, etc.)

» Wholesalers are obliged entities.
» There are no exemptions based on transaction thresholds.

» Even before the latest amendments of the Bulgarian AML
Law, the wholesalers were obliged to comply with the AML
rules and submit their internal AML policies for approval
by the State Agency for National Security.
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Measures against money laundering under
the new MAMLA




DUE DILIGENCE

Due Includes:
diligence v'Identifying customers and beneficial owners
v Collecting information and assessment of the purpose and nature of the
business relationships
v'Ongoing monitoring
v’ Establishing the origin of the funds

Application in case of:

v Establishment of business relations

v'Carrying out a random transaction of an amount equal to or above EUR
15,000

v'Performing a random transaction with a value equal to or above EUR
5,000 when the payment is made in cash

v'in any case of suspicion of money laundering and / or of the presence of
criminal assets




DUE DILIGENCE

Types of due § MAMLA provides for:
diligence v Simplified Due Diligence
v Standard Due Diligence

v Enhanced Due Diligence
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Risk assessment (1)

National v'A permanent interdepartmental working group is established including
representatives form the Customs Agency, the Prosecutor's Office, the
Committee for Combating Corruption and the withdrawal of illegally
acquired property, the State Agency for National Security and others.

Risk
Assessment
(NRA)

v'The deadline for preparation of National Risk Assessment shall be
determined by a decree of the Council of Ministers.
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Risk assessment (2)

Risk
assessment
of obliged
entities-
“own risk
assessment
s (ORA)

Characteristics:

v'The preparation shall take into account the relevant risk factors,
including those relating to customers, countries or geographical areas,
the products and services offered, the operations and transactions
carried out or the delivery mechanisms

v'The volume and type of activity carried out is taken into account as well
as the results of the NRA and the supranational risk assessment for the
sector concerned

v'To develop a risk assessment, the obliged entities may use their own risk
assessment methodology, which includes at least three risk categories:
"lTow", "medium" and "high"

v'Obliged entities that have branches and / or subsidiaries in third
countries are required to include in their ORAs classification of the risk
of money laundering and financing of terrorism arising from the
activities of these branches / subsidiaries




Risk assessment (3)

Risk
assessment
of obliged
entities-
“own risk
assessment
s (ORA)

Characteristics :

v'According to the Rules on the application of the MAMLA ORA is updated
every two years as well as (i) in the event of a significant change in the
products or services provided or used, (ii) the establishment by SANS of
circumstances that have a negative impact on the assessment and (iii)
occurrence of other events or circumstances that could have a negative
impact on the risk assessment

v'Obliged entities shall take into account the results of the ORA that is
performed in their internal rules for the control and prevention of
money laundering and financing of terrorism, as well as introducing
appropriate integrated due diligence, internal control organization and
training of its employees.

Exceptions:
v'Does not apply to NGOs that do not fall into another category of obliged
entities




The obliged entities must...

1. Adopt internal rules and
prepare risk assessment

2. Establish
specialized services
(where applicable)

6. Store information
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4. Clarify the origin of the
funds (where applicable)
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5. Notify the supervising
authority of suspicious
transactions and cash

payments

3. Conduct Due
Diligence procedures



Sanctions




For what?

How much?

Obliged entity
(under art.4
MAMLA)

A person who
manages and
represents an

entity under Art. 4
MAMLA

Employee of at a
senior executive
position
Others

It does not ensure effective
implementation of the MAMLA
measures by its subsidiaries or
subsidiaries in third countries

It does not provide training for its
employees to enforce the law and its
internal rules

Does not fulfill its obligations to:
inspect under the MAMLA
Identify customer

identify the beneficial owners
clarify the origin of the funds

VVVY

Does not meet the requirements for
storing information

Does not comply with the
requirement to disclose information
in case of suspicion and / or knowing
about money laundering

For an individual:

Fine from BGN 1 000 to BGN 10 000
Repeated violation - BGN 2,000 to BGN
20,000

Systemic violation— BGN 5 000 to BGN 2
000 000

For a legal entity or a sole trader:

Credit and financial
service

Financial sanction from BGN 2 000 to BGN
20 000

Repeated violation— BGN 5 000 to BGN 50
000

Systemic violation - BGN 10,000 to BGN
2,000,000

For non-fulfillment of the obligation to register
a beneficial owner, a penalty is imposed for
each month of default

institutions,
exchange

payment

providers, bureaus,

insurers and others:

Financial sanction from BGN 5 000 to BGN
50 000

Repeated violation - BGN 1 000 to 200 000
Systemic violation - for legal entities - BGN
20 000 to BGN 10 million or up to 10% of the
annual turnover; For individuals - a fine of
BGN 10 000 to BGN 10 million



Interactions between the MAMLA and
the new data protection rules
according to the GDPR
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Storing of information under the MAMLA

Information
and data
storage

Major rules:

v'The obliged entities shall keep all documents, data and information
collected and prepared in accordance with the procedure established
by the MAMLA for a period of 5 years

v'According to a written instruction by the director of the Financial

Intelligence Directorate in the State Agency for National Security, the
term of 5 years can be extended by no more than 2 years.

v All data and documents must be provided to SANS Financial

Intelligence Directorate upon request

Applicable rules the Financial Intelligence Directorate in the State

Agency for National Security :

v' Documents received, prepared and processed by the Financial
Intelligence Directorate of SANS are kept by the Directorate for a
period of 10 years unless a longer term is set by a law

v' After the expiration of the storage period regarding personal data
they are destroyed.

v" SANS has obligations to publish information on its website in
summary form in case the disclosure of personal data is
disproportionate



Thank you for your attention!
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