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Topics in this discussion

) :- How and why we got here
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Cilad - Demystifying Cyber security in 5 mins or less

AAZ + Where to start and how to progress a unified cyber solution
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Evolution of IT security
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Evolution of IT security WHEN

1984-1990 1991-2000 2001- 2011 2011-2018 2019+ Beyond...
Keep and eye Limited password ~ Bolt-on security Security intelligence Connected security, Security Platform Al,
on your stuff and encryption for IT projects across the enterprise Across all threats quantum, loT,
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Does main stream

2017.... This Shift just got real !
. Revenue from Cyber Crime becomes
IBM Security larger then the global illegal narcotics B & GrER e
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‘E“ $ Re v e nu e ...prevent revenue lost by the thief of valued
== assets

‘0;% Regul at o engure.the business remains complaint to
regulations such as privacy and data breach

II. Reputational..... Organisations that are known or perceived tc
be risky in protecting g their customers will
lose reputation
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oﬁ/@ Run Operations...for organisations to be successful they must
o efficiently and effectively run operations
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Cyber Defence Myths V increasing sophistication Reality

Dwell Time by Threat Type

4 Modern Attacks with Ransomware @l g ?
nrocyte
p » B 43 Days CP\TO?\S 0
_ | All Persistent Threats (non-riskware) \“D\ \SE\
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! i ' Riskware C
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OCRs not 16 year olds Dwell time is not a reflection on vulnerability |OCs as means of
( Organised crime rings ) monitoring is nuts
Use IOCs !
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Compliance and cyber protection
There is no such thing as have very little to do with each
All Attacks are known . 9 other
being unlucky only a state of £\ ci ====
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Too much
to do

Meet with CIO and stakeholders

Nail down third-party risk

Manage GDPR program with privacy office
Respond to questions from state auditors
Update CEO for board meeting

Update budget projections

Write security language for vendor’s contract
Make progress on the never-ending identity project
Review and updated project list

Edit communication calendar

Update risk rankings on security roadmap

Clarify policies governing external storage devices
Provide testing and encryption tool direction
Provide data handling best practices

Help with new acquisition

Meet with senior project manager

Send new best practices to development teams
Review logs for fraud ongoing investigation

Help with insider threat discovery

Determine location of sensitive data in the cloud
Investigate possible infection on legacy system
Continue pen testing of new business mobile app
Help architects understand zero-trust

Answer security policy emails

Format security status report for executives

Meet with recruiter to discuss staffing

Write test plan requirements for new products
Meet regarding improving security of facilities
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Unified cyber defence thinking

Simple definition

Unified Cyber defence is a holistic approach via all cyber activities to assure we constantly try to zero our
Vulnerability Gaps that exists due to the ever evolving cyber threatscape we must operate in.
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Demystifying Cyber security in 5mins or less
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Demystifying Cyber security in 5mins or less
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Demystifying Cyber security in 5mins or less
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Demystifying Cyber security in 5mins or less
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Demystifying Cyber security in 5mins or less
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Demystifying Cyber security in 5mins or less
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Demystifying Cyber security in 5mins or less
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Reality Strikes !
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Tier One

DemystifyiNnngSyber security in 5mins or less NODESTransactional
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P gp— . Tier One
Demystifying Cyber security in 5mins or less Transactional
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Tier One

Demystifying Cyber security in 5mins or less Phishing Transactional
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Demystifying Cyber security in 5mins or less
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Demystifying Cyber security in 5mins or less
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Demystifying Cyber security in 5mins or less
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Demystifying Cyber security in 5mins or less
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Demystifying Cyber security in 5mins or less
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Process Custom Rules Engine (CRE)
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Demystifying Cyber security in 5mins or less
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Process Custom Rules Engine (CRE)

SIEM
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Tier Three

Demystifying Cyber security in 5mins or less Analyze and Respond
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PRIl lrzllsEines Intelligence Insights
& OSINT
Response : . .
V- Risk Manager User B_»ehawor Investigations Incident
Analytics And Hunting Forensics

L] AMERICAN
ecu rl CHAMBER OF COMMERCE
IN BULGARIA




Demystifying Cyber security in 5mins or less
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Process Custom Rules Engine (CRE)
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" Threat . App Exchange /
Vulnerability Artificial Network R 9
Dashboards '
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Response ——— User Behavior Investigations Incident
Management ISk vianager Analytics And Hunting Forensics
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Demystifying Cyber security in 5mins or less
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Unified cyber defence thinking

Maturity Progression of a Solution

‘ ﬁ Log Management collects and looks for anomalies in device logs

¢
L

SIEM Security information and event management collects information across all log
sources to detect threats by correlation rules engines

SOAR Security Orchestration, Automation and Response SOAR platforms data

gathering, case management, standardization and workflow to provide organizations the
ability to implement sophisticated responses

. OSINT Open-source intelligence is data collected from publicly available
sources to be used in an intelligence context.

. B Deep searching inspects in detail the data being sent over a network
without moving the data

‘ Make it usable by all and continual process improve

IBM Security
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Security Operation Center

A security operations center is a centralized unit that deals with security issues on an organizational and
technical level. It comprises the three building blocks people, processes, and technology for managing
and enhancing an organization's security posture.
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IBM Security Platform.... Unified cyber defence thinking

How a Security Platform addresses this ?
Security Platform

Data Sources

|
|
|
: Cloud Paks for Security
| A0 AL
: IBM QRadar Capabilities
! SIEM splunk>
|
| A
| : & cstc SIEM SOAR
i Data Lake elastgean:h R ! S :
|
: EDR Carbon Black. \
| — Threat
- Clou & EE aws _
! d = Intelligence Data Explorer
: . . . Uald (X-Farce) - 1
! DIS'[I'.IbU'[ed across hybrid Shared resource for
I multicloudhdmidromiments advancexstahgics
: Multi Cloud solution
: Open Hybrid Multicloud Platform
L o e e e e e e e e e e e e L o o o L L I L D L R ———
Protection
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The Real value of a Security Platform

Platform

IBM Security




CP4S Continual Evolution

_ V Visualize high-level risk posture
View and == RS security data for presented in a
customize unified : = management and drill into business-consumable
dashboards . EEEE details for analysts dashboard
SiEM | O 3
detect and prioritize ‘ : Detecting Insider - priorities
threats across t_he : - Threats via UBA e
enterprise | : : a4 —
Tl ( Threat
Intelligence Insights) o =
identify threats most relevant to — — = 9! Infuse third-party threat
your organization S e | Affected capabilities intelligence feeds
Data Explorer: = : . : -
e P o S — EE improvements for _ =-| Easy to design complex
Sl Seatl_rC ti o consistent and : flows that bring people,
investigation , _ : g e seamless user - process, and technology
stcssatsosemsnsien experience together
. SOAR : __ N _ _ _ KanBan process
Incident resdptonse — - Enhanced Case - = Simplified SOAR - = management ,
and team = = =" Management = _e = : : o=t = global artifacts and
collaboration : | ' Integrations |
_____ o : == orchestration and = = QRadar offences
automation = — integration
Connectors Ver 1.6

1Q 2021
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Cyber aggressors collaborate , so must we , keeping asymmetrical advantage

Motdces  Toctics - Technues -  Migations - Groups  Soffware  Resources - Blog @ Conrbute | Sesch Q| U B s G @ L2

The Attack types — : Reconmaissance How they do it

The adversary is trying to gather information they can use 10 plan future operations.

Enterprise Matrix

elow are the 1actics snd tec he MITRE ATTACK® Matrix for Enterpeise. The Matrtx contains il

D: TADO43
y gathering 1 that ean be used to support Created: 02 October 2020

on, infrastructure, or staff/personnel. This information can be leveraged 1
P @ Last Modified: 18 Cetober 2020
nation to plan and execute Intlal Access, 1o

‘v‘;:w(i;-.‘“;.'. Inftisl Access  E Pers Orivite [} io C Dis lateral liection Com A Bafer asion |echn|ques
9 techeiouns 0 vechnicu . sy Techrig - 25 sachragums ’ 17 sachricy 161 N Techniques: 10
Deseription

Before compromising a vict TEalies may & ernation that be used during targeting. Active scans are those where
adversary probes Aure s " tian.

Befare comgramising a vict raties may scan victim IP blocks to gather information

THE§GEFof the Attacker

target host/application (ex: software and version) potentially aligns with the target of a specific exploit the adwersary may seek to use.
] Hame Description

Bafore comgramising a victim, adversaries may gather information abaut the victimi's hosts that can be used during targeting, Information about hasts may include a variety

The adversary is trying to gat of details, inchuding administrathv { ssigned I, t y Jasv specifics regacdiias tem, language, etc.).

e addversary is tr 1 Hardware Before comgromising a victim, saries may gather Infoemation about the victimis host hay
infrast @ may Inchude a variety of detalls such as types and varsions on specific host
& addversary s trying o added defens: ctions (i dfbiometric readers, dedicated encryption hardware, ef

The adversary is tn Softw Before compromising a victim, adversaries may gather information about the victim's host scftware that can be used duriny matio stalled software
may include a va f de pes an lons on a5 wall as the presence of additional components that might be indical \of added defensive
The adversary is trying 1o ma protections (ex anthinss, SIEMs, otc

Tha adversary |s trying to gain higher-lavel parmizsions.
The adversary |s trying to avokd being detected

The adversary is trying to steal account names and pi

WEREEEUE MITRE | ATT&CK

The adversary is trying ta

The adversary istingte. TECHNIQUES

e atvescaming  What you can do about it

The adversary is tr
Sub-techniques (2) 1D: T1595
The adversary i trying =
y Before compromising a victim, adversaries may execute active reconnaissance scans to gather information that can be used during targeting Sul-techniques
Active scans are those where the adversary probes victim Infrastructure via network traffic, as opposed to other forms of reconnaissance tha Tactic: Reconnais:

do not involve direct interaction. Platforms: PRE

MITRE ATT&CK® is adversary tactics and techniques based on [ A A R AN AT | iy T

. Version: 1.0
ative features of network protocols such as ICMP.!' B! information from these scans may reveal
Created: 02 Cctober 0

real-world observations. This is the foundation for the v - e o Al [Ne———
development of specific threat models and methodologies in the Vitigations
cybersecurity product and service community. e e s

s technique cannot be easily mitigated with preventive © ce it is based on behaviors performed scope of enterprise defens:

minimizing the amount and sensitivity of data available 1o extemal parties




IBM Security Cloud Paks for Security Platform Solution Flow PROCESS

Trigger Point:-

No. 1
Rules Engine e : i
(SIEM) Visibility P Detection P Investigation 2 Response
No. 2 == = - 0O :
OSINT* b -~ S _ = S » ; | . =l .
monitoring | —+ | = S me Continual
- 0 @ Process
o el Improvement
No. 3 . = @) — = @
Exploratory . = 3 = — L S i promimepiothely
Investigation e el el il - = §
1
No. 4
SSSS**
1

*  Open source Intelligence
** See something Say something

IBM Security AN S conmnc
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Hosting Options.. On Premise / On Cloud / SaaS / MssP

Infrastructure* On Premise
S 3 Ownership considerations
Uttt bHDhL Ahabhhb « Hardware / Software

 Server rooms
« Staff ( SOC and Hardware )

”
= rd
=" swiTcH

§ MOBILE -(ﬁl’g Q

STORAGE

Primary Focus
» Keeping the organisations cyber safe

i

Secondary focus
Security Hardware/  * Ensuring securitylnfrastructure is operational and
sortware
upto date
Monitorin ReSDONSe External Primary Pros
2 > Intel feeds oL Have 100% control of all aspect of the SOC
Hardware Server Lack of Secondary .
Refresh room mgt Flexibility focus 2l

« Evolving Operation Can’t ke
threatscape and need near real time new functionality

* Can be Hybrid from Goremise>Cloud _ _ _
» Effective Operation The resources needed just to

" manage the cyber defence infrastructure is a distracisR=
IBM Security Jele s



Hosting Options.. On Premise / On Cloud / SaaS / MssP

Infrastructure*

—————————————————————————————————————————————

in@i??i t‘i @‘]i@s"’i bhh Qﬂiqﬂi‘tﬁ t’ieﬂi@;i
\\}\Q‘f&f MOBILE q@a :‘}‘Qﬁ’"

= rd
=" swiTcH

STORAGE

i

Security /
software
o External Primary
Monitoring Response Intel feeds focus

* Can be Hybrid from Goremise>Cloud

IBM Security

On Cloud
Ownership considerations
« Software
« Staff SOC

Primary Focus
» Keeping the organisations cyber safe

Secondary focus
« Ensuring software igpto date and SLA for G@loud has
required flexibility

Pros
« The perfect security platform that can be increased in scope
and scale to align to your strategy and your progression

« Allow you focus on protecting your environment without the
distraction of managing its infrastructure

Cons
« Start of a business transformation can have opposition



Hosting Options.. On Premise / On Cloud / SaaS / MssP

Infrastructure*

—————————————————————————————————————————————

‘bi@i??i b‘i ej@s”i bhbh Qﬂi‘t’i‘tﬁ ‘E;;ge;i@;i
\\}\Q‘f&f MOBILE q@a :‘}‘Qﬁ’"

rd
= .~ swITCH
rd

STORAGE

i

----------------------

External
Intel feeds

Monitoring Response

* Can be Hybrid from Goremise>Cloud

IBM Security

Primary

focus

YER

Ownership considerations
« Staff SOC

Primary Focus
» Keeping the organisations cyber safe

Secondary focus
* Ensuring SLA for SaaS has required flexibility

Pros
« Allow you focus on protecting your environment without the
distraction of managing its infrastructure and Software

Cons
« Start of a business transformation can have opposition



Hosting Options.. On Premise / On Cloud / SaaS / MssP

Infrastructure* MssP
e N Ownership considerations
Uhbbhan b b bi@g;jgﬁ i & & « Staying inside agreed process

§ MOBILE -(ﬁl’a . Q

rd
= .~ swITCH
rd

Primary Focus

STORAGE

i

9—\ « Ensuring theMissPdelivery is as expected
‘gese
; Secondary focus
...................... & « EnsuringVissPoffering address the threatscape
Pros
\ * Your environment is being protected but another expert

MssP Cons
« Keep a close eye on solution as esPdoes not have the
motivation you have to keep safe.
« Cost can increase i f you dc

Saas and Why

* Can be Hybrid from Goremise>Cloud

IBM Security



Q & A TIME
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What are the immediate Next Steps to get me engaged

G
/

=, 8= = ,/ . . .
| Livetailored demo to your most challenging use case

13

vi’\g;: - QVA is a three-hour onsite or remote workshop at no charge

# Experience a full simulated cyber
Incident like you never have had before
. (on the truck or online )

IBM Security
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LINKS

IBM Security

IBM Security / © 2019 IBM Corporation

The IBM Security Platform
 https://www.ibm.com/ie-en/products/cloud-pak-for-security

* https://www.ibm.com/securityibm

Community ecosystem of product interoperability
https://opencybersecurityalliance.org/

Out of the BOX connectors
» https://lexchange.xforce.ibmcloud.com/hub

* https://www.ibm.com/docs/en/cloud-paks/cp-
security/1.6.0?topic=administering-universal-data-insights-connectors
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SIEM
Threat Detection & Investigation

«  Unify SOC workflowsby effectively addressing e e
threats with an integrated visibility, detection, 7
investigation and response platform ( )

«  Augment security staff with Al -assisted triage and |
automated response playbooks R T =

«  Mature security operations with visualized use
case coverage, OOTB content, and expert threat ’ | —
intelligence powered by IBM's X-Force IRIS - e B

« Address regulatory risk and report on compliance =

adherence with out-of-the-box content for GDPR,

ISO 27001, HIPAA, and more

IBM Security




Security orchestration, automation and

* Reduce time to respond to and remediate complex
cyber threats by automating IR processes.

« Streamline and automate manual and repetitive
tasks such as I0C enrichment.

« Guide and execute investigation and
response actions consistently with robust case
management and tasks

»  Prioritize analyst workload on high-
value investigation and response activities by
guiding analyst response

- Drive investigations across the organizationvia
extensive 3rd party apps and integrations.

« Customize and extend playbooksthrough visual
workflow editor

IBM Security

response

MRESIlient  ocasnboards +  1nbox

Incidents  Create

Fake AppleID Phishing Email
Description
This has fooled a number of because it looks so real!
Tasks  Details  Breach Notes  Members  News Feed t
Basic Details
0 Fake ApplelD Phishing Email
i This has fooled a number of
(1] Malware Phishing
(4] E-mail
(4] Confirmed
() Engage
o -
(1] -

& Muddy Admin
& Muddy Admin

Date and Location
§ 10/03/2019 20:13
L) -

0 10/03/2019 20:12:25

MResilient  osnboards +  10box

Simulations  Incidents  Create

Activity Dashboard

—. Muddy Admin wrote a note on the incident
2minutes ()

ol ()]
280 N/ 66 wWe have seen so many of these emails within our organization - can we confirm i

4 minutes (773
()

ago Muddy Admin modified the incident Fake

"“"‘:;; (‘ ‘ Muddy Admin updated the task list on the incident Fake

5 minutes

ap &) Muddy Admin created the incident

Qo Muddy Admin _
Co3 Systems

2095
Engage

Low
10/03/2019
10/03/2019
10/03/2019
Unknown

Malware
Phishing

& Muddy Admin
& Muddy Admin
There are no members.

nnnnnnnnnnnnnnnnnnnnn

Need Help?
All the information you need to get
(1




Federated search and investigation

Connect your critical security data with connectors
to cloud and security data sources, without moving
your data

Run queries against multiple data sources while
keeping the data at rest

Investigate from a single, unified interface to
search threats and I0Cs

Find insights with a powerful search of all
connected data, leaving your data where it is

Seamlessly track investigations with case
management

Expand data sources and capabilitieswith SDK or
IBM services to create new connectors

IBM Security

IBM Cloud Pak for Security

My connections
Edge devices

Add an Edge device

Connections

Add a connector

aws My AWS box

IBM Cloud Pak fc

Sear s

2.8k

O Magnitude  Category Sol

Edge device box 1

@ My QRadar box

E My Azure box

Run query

Event name

Edge device box 2

>J My ?plunk box

® Connected

Start a query

c My Carbon Black box

® Connected

g My Elasticsearch box




Threat Intelligence Insights
Prioritized, actionable threat intelligence

IEM Serurty Frocust Mome s f‘)

« Act upon threat intelligence with the X-Force e
Prem|um Threat |nte|||gence ReportS, Wh|Ch _ Spearphishing targets health services in 5 countries
provide contextual information curated by IBM X - S il oS 045 :
Force IRIS team

WLy Indicatora (11 ':-Ii-lj-nlr. "
. g - 15H Se oo iy Prombc | H o o F}
»  Prioritize threats with X-Force Threat Score, an - — :
adaptive score, calculated based on your FIITETS FEESEL S

relevance, severity, penetration, impact and actual _ P
environmental sightings @ e

Tian ralawsnl threars

iy wlamiy
Friatidea ikreabs forpoar crpariodsr
ol Clipner Malwars Tiscovarad Glupteha Carpaign His

an Googln Flay Hetwark Houtes ane

« ldentify threats active in your environment with
Am | Affected, which runs continuous and (m ek Dt (o il
automated searches across connected data St S A R S "
sources SR

SeFores Thivan St hed 2t g i .
2o A e b 2o an Eewed e Thumt s Updzies 02 Servars with

*  Work from a single consoleto investigate threats S o B B
and indicators of compromise (IOCs) seamlessly Husincs T
across multiple siloed solutions and remediate | N
cyber threats 57 e S - .

IBM Security
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Ver 1.2
IBM Cloud Pak for Gain security insights Take action faster Run anywhere
Security
Unified Security Workflows
Threat Intelligence Insights: Data Explorer: ziiutrity Ci-rchfestration
Security capabilities Prioritized, actionable threat Federated search for ) g ortna (L .
intelligence investigation ncident response an

team collaboration

Hybrid multicloud architecture Open Hybrid Multicloud Platform

QRadar security intelligence @ QRadar Event Analytics @ QRadar Network Analytics @ QRadar Data Lake
Open integration with (S QrRadar (3 Guardium Otenable splunk> 5 18M Cloud
existing security tools and

paiaisources &elastic  carbon Biack. BigFix B Microsoft aws

IBM Security




SOAR

Respond to threats quickly and effectively by
orchestrating people, process, and technology
within a seamless IBM Security Cloud Pak user
experience

bX- 2' 0&6,/,&17ve6 Ld>
natively in CP4S
Case Managementh Maximise your
resources by easily collaborating in a
Case
Dynamic playbooks h Constantly evolving
to reflect the changing nature of the
threats.
Automation h 150 OOTB integrations
supported to provide immediate threat

enrichment and remediation.

IW?&?HW“& 2019

18M Cloud Pak for Security

My applications
-~ ~~
Q O
Data Explorer Cases
Search and analyze all of your data from Collaborate with yc ] k
one unified Ul work in a centraliz

= IBM Cloud Pak for Security

Customization Settings

~

®

Threat Intelligence Insights

Identify your most impactful threats
with relevant threat intelligence

Layouts Rules Scripts Workflows Functions Message Destinations Phases & Tas}t

Rules

Order Rule Name Process Type
aw=1]st Cyber: Employee involved unknow Automatic
e Cyber: Criminal Automatic
av=3 G ;| lence | Automatic
av=4 r: Cr 1l statu k I Automatic
av=5H [ Automatic
av=H Cyber: Employee is involved Automatic
aw=7 Fwhar: fRanara




Dashboards

. . 18M Cloud Pak for Securty ANy ]
Create various cybersecurity dashboards for

analysts, managers and CISOs.

Create new dashboard

Develop various security dashboards based .
Top offense categories Active QRadar offenses Number of low magnitude Source and destination
on a common framework L N ..U
Teams can rapldly dellver SpeC|aI_purpOSe daShboardS Wlth sopear bere N chart e what 1 wil be sed or wil chart and what 1t will be used for wil chart nd what 1t wi e used fo wil
information coming from Cloud Pak for Security apps and e T e e T S e S . °
data services. s .

e Mats e ALty (ot e Mot ATy Tortadets b rae

Create custom dashboards from a library of — =

= Top 10 log so 2.', o A=
WI d g etS* :wé:\t' COHT,:, . .« \ il *
Analysts can build their own dashboard canvases and fill in :
with visualizations of their security data.

T 13 Thvaas Gmparoend | o st

Drill into dashboard views for more insights -
Analysts can drill into high-level dashboard views to get y
details on specific threats and risks.

e Lt by D e e T e i O b e Ty

%Im_at telligenge Insights widgets are available in Q2,
; I‘M for Q3.




Threat Intelligence Insights

Prioritized, actionable
threat intelligence

Act upon threat intelligence  with the X-Force Threat
Intelligence Reports, which provide contextual
information curated by IBM X -Force IRIS team

Prioritize threats with X-Force Threat Score, an
adaptive score, calculated based on your relevance,
severity, penetration, impact and actual
environmental sightings

Identify threats active in your environment with
Am | Affected, which runs continuous and automated
searches across connected data sources

Work from a single console to investigate threats and
indicators of compromise (IOCs) seamlessly across
multiple siloed solutions and remediate cyber threats

Q2 Enhancements focus on Am | Affected capabilities

Iw§managerﬂent of custom threats
R GHYItY

L= | tarsgaass ¢ H Theaal fma lgpare it
=  Spearphishing targ
M ! il L anincing L

B2 as sl it 4 meom il i g
Fae 1303 be. ever Wiz schmby 15 aszec

Tndieaters (111

lth services in 5 countries

Lazt signted -+ Mame:
e ML= 5 TOLSETAZe MO BRI ES
a R # IF 13324 17200
! HICLE L0 I i
& - 1€ &-U12
---------- kel ool t2l:
L2295 T Rad 009 S f 17 LB 5L

(?4-« "

53% 0

Clipmar Malasns Tscovarad
On Googln Flay

6g* 0

Wt
Frishirg Emails dme Lsing,
ShareHnint 1o Attzck Hanks

52 0

Staalth Falean Grewa ann

Their Undacumented
Backdaer

TR T R R b
52% 0
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Ver 1.3

Gain security insights Take action faster Run anywhere
IBM Cloud Pak for
Securit - :
y Unified Security Workflows
Threat Intelligence Insights: Data Explorer: Case Management:
Security capabilities Prioritized, actionable threat Federated search for Incident response and
intelligence investigation team collaboration
Hybrid multicloud architecture Open Hybrid Multicloud Platform
QRadar security intelligence @ QRadar Event Analytics @ QRadar Network Analytics @ QRadar Data Lake
Open integration with (S QRadar (3 Guardium O tenable splunk> 5 18M Cloud
existing security tools and
paiaisources &elastic  carbon Biack. BigFix B Microsoft aws

IBM Security




TRl Sacurli ¥ Conmact {:l a

Pharmpsgie ¢ peaa nzpl

Query results

I

Data Explorer (Q2)

Investigation Insights R

|k 1 2 4 . .
Discovering insights from a large data set can be a st ot
difficult task without the right view and the right FET T N
analytics. With the new Log Insights view and the

’ ' P
Laast commen source addrassas F= Mozt commen source a ddresses [z Potential outliers ® G

Investigation Insights with ATK, an analyst will be e
able to immediately see the attributes in a log and o — g *
pivot to discover statistically relevant attributes. ;

hinvestigation insights layer is an embedded view T
into Data Explorer that provides statistical analysis
such as:

Rasults ovar tima [

—

J2672/ &' 67 $20021 9!/ 8&E

E A
Sl
53,333
£3.333
sz Er Rk
| O&68/ 76 29&5 7, 0&
b
1.0
| |
| M27&17,!'/] 287/, &56
¥ Lotz Seirze: Zoten Eack  Ohscised 28 Aa0 20121525 45 =2
[ ] PHCERE  nams  sorvicosese  pid  B32 File ramz  servizzsexe W MDD CI00Z0000E00002A0A00A02A0002
IBl | Securlty Procaes ram:  mpTgeexe rorvaad line VOogPmgam ko oosiiCevnriHeaMzieeey® catnd | BH ARrIOIR 0 pin 100R Metwark traffic

Iwd @ M LDEESTIEIN Ipvd & TF 127007 User account  d  SYSTER




ase Manage

Open Cases by Duration

A few seconds ago

Open Cases by Owner

W Botweonlwet o iesago

B Lessthanlda

Top 10 log sources by event count
Working to retrieve your data.

Top 5 rules
1190 11.9n 4. 1 minute ago
=== Endpointprotection @ 10.0.240.143 === IIS @ micros Rule Name Codnt

= WindowsAuthServer @ 10.1.31.205 = WindowsAutt
= WindowsAuthServer @ MachineA === WindowsAutt Exploit: Exploits Followed by Firewall Accepts 343828

mmmm Endpointprotection @ 10.0.120.200 = PaSeries @ p ; ) e
Chained Exploit Followed by Suspicious Events 232932

B  Between1mo Owner Count === WindowsAuthServer @ 172.16.132.97 === ASA @ cisco.i
MARTIN FEENEY 1 Local L2L Suspicious Probe Events Detected 199818
Mark A Neumann 1 Network DoS Attack Detected 123411
Average event rate (EPS
Gerald Frady J (EPS) UBA : User Anomalous Geography 46546
- A few seconds ago
Malware Respon  OPen Cases by Severity
A few seconds ago
1000
Open Tasks by Owner Disk usage distribution
4 minutes ago 1 minute ago
User 500
Unassigned
Raymond Suarez -
01:24:485 01:24:48.55
PATRICIA GIMENEZ SIMON
s icslabl70.swg.usma.ibm.com:ecs-ec/EC/Process
Mark A Neumann M tigh M tow W Unknown [ Medium
Gerald Frady =
W jvarjlog n W Jopt
RYAN GORDON al W /store Bl /boot
. B jvarjlog/audit W fvar

Jeremy Goldstein 5 B o

IBM Security / © 2020 IBM Corporation




CP4S 1.4

IBM Cloud Pak for Security comes with out-
of-the-box connectors to many of your
existing security tools so you can leave the
data where it is.

4

Amazon Cloudwatch

Active Directory

Build your own connector
Open Cybersecurity Alliance (OCA):
Co-founded by IBM to promote and
support open security E

|||
gyl
T}

3
4




Dashboards and analytics
Customized metrics for threats and risks

. View and customize unified SOC dashboardswith
operational metrics from Threat Intelligence, SIEM and m T e e
SOAR systems

i

«  Visualize high-level security data for management and \\ e /é
drill into details for analysts by building your own
dashboard canvases

« Understand case management and response efficiency /\
with SOAR specific metrics around case type, severity, AR
and time

*  *Quickly identify risky users associated with insider i il re
threats by directly accessing QRadar User Behavior
Analytics

IBM-Security




Unified risk management
IBM Security Risk Manager

* Anintegrated view of risk posture presented in a
business-consumable dashboard

*  Get early visibility into potential security risks by
correlating insights across risk domains

. Follow a Zero Trust approach to risk mitigation, through
62/ 87, 21v6 5, 6. $217&; 7n |
continuous improvement capabilities.

*  Visualize what risks have thebiggest impact potential

*  Quantify and communicate security risk information using
common language

. Understand the factors contributing to security risk,

prioritize and take action to mitigate or reduce identified
risk

IBM-Security

1M Cloud Pak for Security

Risk Manager

Suspicious Data Access

gical or physical access to a network, system, application, data or other related resource bypassing existing controls, usually

with intentions to cause harm

Risk Heat Map

1RyslegManager 1 7 2 1 n

5&0&%, ! 7, 21

Context
10 871

“lg Busines s Context
8 \ tions

g Infrastructure
Protepapd
leods %0

[&) 1dentity
Risk

Suspicious Data Access




ecufity User

230+ out of the box use cases addressing 3
major insider threat vectors

« Compromised or Stolen Credentials
« Careless or Malicious Insiders

« Malware takeover of user accounts or devices

IBM-Security

Dashboard  #nwen
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Manage response by utilizing lean
manufacturing techniques to
visualize work and priorities

* Visualize work-in-progress

* Prioritize using Time-opened
information

* View critical information with
less clicks

IBM-Security

i ®@ @

1BM Cloud Pak for Security

Homepage

Cases

Filters =

Created By

Incident Disposition
Incident Type
Members

NIST Attack Viectors
Phase

Resolution

Severity

Status

4 < < < < < < < 4

Initial(41) <
#2200
CactusTorch Infects Victims by Abusing .NET

o Time open: 7 days 6 hrs 41 mins
Created by: CATHAL O'DONOVAN

Extra information ~

w2174
jprivacy Issue

° Time open: 20 days & hrs 50 mins
Created by: isc-demo

Extra information ~

#2173
res-23760 search bar for global artifact view

o Time open: 21 days 16 hrs 15 mins.
Created by: ACHIF YANG

Extra information ~

>

Engage(30)

#2225
X-Force IRIS Finds New TTP on POS Network Intrusion

o Time open: 0 days 5 hrs 55 mins

Created by: Marienella Gallo
Extra information
& ®
#2224
EL latest case
° Time open: 0 days & hrs 18 mins
Created by: EAMONN LARKIN
Extra information
Description -
Date Discovered 11/04/2020 09:56:29
Date Determined
Next Due Date
Severity High
Status Active
A& ®

(z)azfeuyfiomag

Cloud Pak For Security .

Respond(4)
#2187
Eroup owner

o Time open: 15 days 12 hrs 36 min-
Created by: SHARON O'BOYLE

Extra information

@ 2186
Privacy test

° Time open: 16 days 2 hrs 7 mins
Created by: James E Tonra

Extra information

" 2176
Privacy demo 2

. Time open: 20 days & hrs 7 mins
Created by: isc-demo

Extra information




Threat Intelligence in CP4S: 39 party Tl integration phases

TIl, DEand Cases show 10C
enrichment from 3rd party threat
intelligence

TIS API enables custom integration
scenarios

CP4S becomes a centralized
portal for accessing threat
intellignece

Cortex Integration

IBM-Security

TIl integrates 3rd party threat
reports

Security analytics on CP4S utilize
3rd party threat intelligence:

X-Force Risk Scoring
Am-|-Affected
ATK

OpenCTI Integration

loC repository in CP4S
Retain threat management context
of each IoC from 3 party feeds

Advanced analytics utilizing 3rd
party threat intelligence

Advisor
Insider Threat
Risk engine

One APIh Bring threat intelligence to
single platform and add value via analytics



https://github.com/TheHive-Project/Cortex
https://www.opencti.io/en/

onedrivefiles.digital X

Extend your investment with Third Party .. —
Threat Intel Sources T - T
S S Y-Force Exchange
« *Infuse third -party threat intelligence T URL Details
feeds to reuse investment in additional R stegoriza
threat intelligence through simple single e ¢ Early Warning

configuration screen and enrich
q . q \ Other Sources
information throughout the platform in § |
context of an investigation or incident = T
« Get started by simply adding your threat .
feed license key and credentials to the WHOIS Record

platform

Feb 13, 2020, 6:35 PM

* Inadditonto F? Jv 6 [ &Fofde 1 (
Threat Intelligence Feed , the platform
will also include pre -built mtegratlons R
for five additional threat intelligence .
feeds from third -party sources such as MAXMIND
AlienVault OTX, CiscoThreatgrid,
MaxMind Geolocation, SANS Internet
StormCenter and Virustotal

Mar 2, 2020, 1:26 PM

TERNF"

TER ?\

IBM Security

*Upcoming capabilities




Test Case 19

Threat Investigator e , °

......

[ Cotocnon IR Inmal Access

QRadar rule match: Recommended Blocked Process is Runaing

Automated alert investigation driving faster

more consistent and accurate responses ” e
S
(1]
Let Watson automatically determine threat priorities v < —
Understand the source and impact of the attack so you i
can respond effectively S —
'—I
Map investigations to MITRE ATT&CK tactics and techniques % ‘ R
=
Provide recommendations based on past outcomes
In your environment
=l E
IBM-Security —
*Jpcoming capabkllites




Playbook Designer

Combining the Best of Case Management with the
Best of Automation

* Introducing the worlds first process -oriented
playbook designer for organizations of any
maturity level

* Create detailed tasks and workflow elements
from a single location to produce fool proof
response plans for analysts of all skill levels

 Evolve from manual to fully automated
response plans with no re-work with a new
automatic task framework

« Change the investigation on the fly with
Dynamic Playbook framework support

« Can run multiple playbooks on the same case

IBM-Security

*Jpcoming capakllites

S

e ¢ > m

IEM Cloud Pak for Security

Playbook designer: Phishing attack & g o o & 1 : Details [T
Tasks = Define and document x
malware eradication
Initial (12) ~
strategy
Engage (1455) ~
Attach eml file Task details
Activate Corporate Incident Man... (9 v
Global task
Data Breach — Individual notificati... (58)
Phase
. . Initial
Data Breach - Authority notificati... (131) ~
<[> Parse email attachment
Required
Data Breach = General notification... (89) Mandatory
Respond {213) ~ Status
® Enabled
Complete (2) Due date
Mone
Extract URL(s) from email Extract header IP Extract Subject, Sender,
body addresses from email and Recipient from email Instructions
In some cases the eradication activity may
be integrated with the containment activity
of identifying infected devices. Carefully
determine if sufficient eradication can be
achieved without completely wiping and
reinstalling systems. Generate and assign
<> Collect all data before appropriate eradication tasks. Plan on
continuing completely rebuilding any system that has
any of the following characteristics:
Add task + Edit task 2  Addtocanvas +

{ﬁ} Email parsing function




Advanced Persistent Threats

SIEM. ( Security Information Event Management )

Cyber Rules

Dashboard  Arwes

50 1 10 50
2 P 100%

Integrated Endpoint, Network, Cloud, e
Application, & User behavior analytics, oo
threat detection and investigation MOy

MITRE Framework

IBM Security




Incident Response

SOAR ( Security Orchestration, Automation, and
Audit for AS_IS

Response)
Design for To_Be
— = Model 5 o e
= ;:" - — . — = = %U
—— = -
-0
" ° — Execute
[ -

E,,_ gresilent S
e MTTx Dask @ en B

Business Process Management is not a
software product but software solutions are o
the best tools to facilitate effective BPM. -

IBM Security




Federated Search

Data Explorer

Federated search and
Investigation across data
sources without moving
any data.

IBM Security

Malware Analysis Report (AR20-198A)

MAR-10296782-1.v1 - SOREFANG

STIX / TAXII ingestion

Am I Affected @

Am |
infected 173 6

The scan results are based on the indicators that are supported and
found in your connected data sources.

where = phons. -

I
|
Im



Threat Intelligence

Tl ( Threat Intelligence Insights)

Have real time access to detailed, actionable threat
intelligence that helps identify and prioritize threats from
private and Public collections to investigate incidents.

a9

IBM Threat Intelligence Insights

Infrastructure

Scanning/Crawling
13M pages/day

SPAM/Phishing Traps
10M messages/day

Anti-Fraud
visibility to 270M+ endpoints

Vulnerability Analysis
dozens/week

Incidents

Threat Actors/Groups
8.5M+ fingerprints

Incident Response
worldwide engagements

Dark Web
750M+ documents

Malware
100K+ samples per day

Open Source Intelligence

Actionable Intelligence

Y

IOC= indicators of
compromised

IBM Security

|IOC=indicators of
concern

Continuous analytics

X-Force Threat Intelligence

Actionable intel derived from more than 1.5 PB of telemetry data

3,900+ 168,000+ 1B+
web app documented malware
profiles vulnerabilities indicators

46 billion+ 100+

e categorized threat
malicious IPs URLS groups

870,000+

Continuous updates

Cloud Pak for Security -'



Extend your investment with Third Party Threat Intel Sources

JUNIPEY. Blue&Coat ey

Secur! | m | radware

: : Alert ,

Ready for IBM Security Intelligence WS
IBM PartnerWorld RAZ-LEE)

100+ ecosystem partners, 500+ Platform integrations

STEALTHbits

IIIIIIIIIIII nmeatwork

: TREst
A SECURONI

https://exchange.xforce.ibmcloud.com/hub https://opencybersecurityalliance.org/

| |
4L
] :
el
||l|||||

IBM Security

*Upcoming capabilities



https://www.fireeye.com/solutions/hx-endpoint-security-products.html
https://www.exabeam.com/
https://www.watchguard.com/wgrd-products/rack-mount/m-series

