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Topics in this discussion  

• How and why we got here

• Demystifying Cyber security in 5 mins or less 

• Where to start and how to progress a unified cyber solution

• Think PROCESS, PRODUCT, PARTNERSHIPS & PERIPHERAL

• Full Ownership can be overrated



Evolution of IT security 



2019+
Connected security,
Across all threats  

2011-2018
Security intelligence
across the enterprise

2001- 2011
Bolt-on security 
for IT projects

1991-2000
Limited password 
and encryption 

1984-1990
Keep and eye 
on your stuff

Beyond…
Security Platform AI, 
quantum, IoT, 

2017…. This Shift just got real !

Revenue from Cyber Crime becomes

larger then the global illegal narcotics 

Personal 
Computing
Does main stream  

Personal 
Computing 

The Rise of 
the digital age 

Computing 
becomes
Ubiquitous 

Connection of 
every one 

Watch this 
Space 

Evolution of IT security WHEN 



Revenue…… prevent revenue lost by the thief of valued 
assets 

$$$

$$
$

$$
$

Regulatory…… ensure the business remains complaint to 
regulations such as privacy and data breaches 

Reputational…… Organisations that are known or perceived to 
be risky in protecting g their customers will 
lose reputation   

Run Operations…… for organisations to be successful they must 
efficiently and effectively run operations 
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Evolution of IT security…….. WHY 



Cyber Defence Myths V  increasing sophistication Reality

OCRs not 16 year olds

( Organised crime rings )

Dwell time is not a reflection on vulnerability IOCs as means of 

monitoring is nuts

Use IOCs ! 

All Attacks are known 

Compliance and cyber protection 

have very little to do with each 

other 
There is no such thing as 

being unlucky only a state of 

being unprepared 



Major Challenges to a Cyber Solution 



Unified cyber defence thinking 

Simple definition

Unified Cyber defence is a holistic approach via all cyber activities to assure we constantly try to zero our 

Vulnerability Gaps that exists due to the ever evolving cyber threatscape we must operate in. 
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DoS

Ransomeware

Man in the 

middle

Phishing

Maleware Attack

SQL Injection Driveby attack 
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Device Support Module  (DSM)
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SIEM

Response 

Management 

Threat 

Intelligence

&  OSINT  

Artificial

Intelligence  
Dashboards

Risk Manager 

Tier Three

Analyze and Respond 

User Behavior 

Analytics
Incident 

Forensics

App Exchange / 

Partners  

Process Custom Rules Engine (CRE)

DSM DSM DSM DSM

Collect  

Vulnerability 

Manager 

Investigations

And Hunting 

Network 

Insights 

Demystifying Cyber security in 5mins or less 



SERVER
STORAGE

MOBILE

SWITCH

EDR

Network Intruder 

protection system 

Cloud 

&

Cloud Paks

End Point 

Protection 

Access 

Management 

HA & DR

Encryption 

DEV-SEC-OPS 

Penetration 

testing team

& 

Incident 

Response 

Team 

Cold 

Store

Collect 
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Maturity Progression of a Solution 
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Collect 

SIEM

EDR

Process Custom Rules Engine (CRE)

DSM DSM DSM DSM

https://www.ibm.com/security/products/Demystifying Cyber security in 5mins or less 

https://www.google.com/url?sa=i&url=https%3A%2F%2Fduo.com%2Fpartners%2Ftechnology-partners%2Fselect-partners%2Fcisco&psig=AOvVaw2MMJYhnE0OhNTQCPc1uE2e&ust=1581433450585000&source=images&cd=vfe&ved=0CAIQjRxqFwoTCJiPueqgx-cCFQAAAAAdAAAAABAD


Maturity Progression of a Solution  

Log Management  collects and looks for anomalies in device logs 

SIEM Security information and event management collects  information across all log 

sources to detect threats by correlation rules engines 

SOAR Security Orchestration, Automation and Response SOAR platforms data 

gathering, case management, standardization and workflow to provide organizations the 

ability to implement sophisticated responses 

Deep searching inspects in detail the data being sent over a network 

without moving the data 

OSINT Open-source intelligence is data collected from publicly available 

sources to be used in an intelligence context.

Make it usable by all and continual process improve
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Unified cyber defence thinking 



Unified cyber defence thinking 

Security Operation Center

A security operations center is a centralized unit that deals with security issues on an organizational and 

technical level. It comprises the three building blocks people, processes, and technology for managing 

and enhancing an organization's security posture.



Applications
Modular, containerized, 

and shifting to PaaS / IaaS / SaaS

Data
Shared resource for 

advanced analytics

Infrastructure
Distributed across hybrid 

multicloud environments

Servers

Hybrid with 

Multi Cloud

EDR

Data Lake

Clou
d

IBM QRadar

SIEM

Data Sources

Existing 

solution 

Cloud Paks for Security
Capabilities

Data Explorer

SOAR
( Resilient )

Threat 

Intelligence
(X-Force)

SIEM
(Qradar)

Open Hybrid Multicloud Platform

Security Platform

Protection 

How a Security Platform addresses this  ?

IBM Security Platform…. Unified cyber defence thinking 



Platform 

The Real value of a Security Platform

Capabilities Functions



SOAR

Simplified SOAR 

integrations

Unified SOC 

Dashboards

View and 

customize unified 

dashboards

Data Explorer: 

improvements for 

consistent and 

seamless user 

experience

Ver 1.6

1Q 2021

SOAR

KanBan process 

management , 

global artifacts and 

QRadar offences 

integration

Unified risk 

management 

risk posture 

presented in a 

business-consumable 

dashboard

SIEM

Detecting Insider

Threats via UBA

Unified SOC Dashboards

V Visualize high-level 

security data for 

management and drill into 

details for analysts 

CP4S Continual Evolution 

Data Explorer: 
Federated search for 

investigation

SOAR
Incident response 

and team 

collaboration

TII ( Threat Intelligence 

Insights )

Infuse third-party threat 

intelligence feeds

SOAR

Enhanced Case 

Management 

orchestration and 

automation 

Connectors

TII ( Threat 

Intelligence Insights )
identify threats most relevant to 

your organization

SIEM
detect and prioritize 

threats across the 

enterprise

TII ( Threat 

Intelligence Insights )

I Affected capabilities

Threat Investigator 

watson automatically 

determine threat 

priorities

Playbook designer 

Easy to design complex 
flows that bring people, 
process, and technology 
together



Cyber aggressors collaborate , so must we , keeping asymmetrical advantage 

The Attack types 

The goal of the Attacker

How they do it 

What you can do about it 

MITRE ATT&CK® is adversary tactics and techniques based on 

real-world observations. This is the foundation for the 

development of specific threat models and methodologies in the 

cybersecurity product and service community.
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|

No. 1

Rules Engine 

( SIEM )

Trigger Point:-

No. 2

OSINT* 

monitoring

No. 3

Exploratory 

investigation

No. 4

SSSS**

Continual 

Process 

Improvement 

ResponseDetection InvestigationVisibility

*    Open source Intelligence 

** See something Say something

PROCESS IBM Security Cloud Paks for Security Platform Solution Flow



Hosting Options.. On Premise / On Cloud / SaaS / MssP

SERVER
STORAGE

MOBILE

SWITCH

Monitoring Response 
External 

Intel feeds 

Hardware

Refresh
Server 

room mgt 

Lack of 

Flexibility 

Security Hardware/
software

Primary 
focus

Secondary  
focus

On Premise
Ownership considerations
• Hardware / Software 
• Server rooms
• Staff ( SOC and Hardware ) 

Primary Focus 
• Keeping the organisations cyber safe

Secondary focus 
• Ensuring security i Infrastructure is operational and 

upto date

Pros 
• Have 100% control of all aspect of the SOC 

Cons
• Evolving Operation Can’t keep pace with the evolving 

threatscape and need near real time new functionality

• Effective Operation The resources needed just to 
manage the cyber defence infrastructure is a distraction 

Infrastructure* 

* Can be Hybrid from On-premise>Cloud  
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Monitoring Response 
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Intel feeds 
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focus

Infrastructure* 

Hosting Options.. On Premise / On Cloud / SaaS / MssP

On Cloud
Ownership considerations
• Software 
• Staff SOC

Primary Focus 
• Keeping the organisations cyber safe

Secondary focus 
• Ensuring software is upto date and SLA for On-Cloud has 

required flexibility 

Pros 
• The perfect security platform that can be increased in scope 

and scale to  align to your strategy and your progression

• Allow you focus on protecting your environment without the 
distraction of managing its infrastructure  

Cons
• Start of a business transformation can have opposition 

Security /
software

* Can be Hybrid from On-premise>Cloud  
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focus

* Can be Hybrid from On-premise>Cloud  

Infrastructure* 

Hosting Options.. On Premise / On Cloud / SaaS / MssP

SaaS
Ownership considerations
• Staff SOC

Primary Focus 
• Keeping the organisations cyber safe

Secondary focus 
• Ensuring SLA for SaaS has required flexibility 

Pros 
• Allow you focus on protecting your environment without the 

distraction of managing its infrastructure  and Software

Cons
• Start of a business transformation can have opposition 



SERVER
STORAGE

MOBILE

SWITCH

MssP

SaaS

Infrastructure* 

* Can be Hybrid from On-premise>Cloud  

MssP
Ownership considerations
• Staying inside agreed process

Primary Focus 
• Ensuring the MssPdelivery is as expected 

Secondary focus 
• Ensuring MssPoffering address the threatscape

Pros 
• Your environment is being protected but another expert

Cons
• Keep a close eye on solution as the MssPdoes not have the 

motivation you have to keep safe.
• Cost can increase if you don’t full understand what is needed 

and why

Hosting Options.. On Premise / On Cloud / SaaS / MssP
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Q & A TIME 
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What are the immediate Next Steps to get me engaged 

QVA is a three-hour onsite or remote workshop at no charge

Live tailored demo to your most challenging use case 

Experience a full simulated cyber 
incident like you never have had before 
( on the truck or online ) 
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LINKS 

Community ecosystem of product interoperability

https://opencybersecurityalliance.org/

The IBM Security Platform 

• https://www.ibm.com/ie-en/products/cloud-pak-for-security

• https://www.ibm.com/securityibm

Out of the BOX connectors 

• https://exchange.xforce.ibmcloud.com/hub

• https://www.ibm.com/docs/en/cloud-paks/cp-

security/1.6.0?topic=administering-universal-data-insights-connectors
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IBM Security 

Threat Management

THANK YOU 
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Threat Detection & Investigation

SIEM

• Unify SOC workflows by effectively addressing 
threats with an integrated visibility, detection, 
investigation and response platform

• Augment security staff with AI -assisted triage and 
automated response playbooks

• Mature security operations with visualized use 
case coverage, OOTB content, and expert threat 
intelligence powered by IBM's X-Force IRIS

• Address regulatory risk and report on compliance 
adherence with out-of-the-box content for GDPR, 
ISO 27001, HIPAA, and more

43
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Security orchestration, automation and response

• Reduce time to respond to and remediate complex 
cyber threats by automating IR processes.

• Streamline and automate manual and repetitive 
tasks such as IOC enrichment.

• Guide and execute investigation and 
response actions consistently with robust case 
management and tasks

• Prioritize analyst workload on high-
value investigation and response activities by 
guiding analyst response

• Drive investigations across the organizationvia 
extensive 3rd party apps and integrations.

• Customize and extend playbooksthrough visual 
workflow editor



Federated search and investigation

• Connect your critical security data with connectors 
to cloud and security data sources, without moving 
your data

• Run queries against multiple data sources while 
keeping the data at rest

• Investigate from a single, unified interface to 
search threats and IOCs

• Find insights with a powerful search of all 
connected data, leaving your data where it is

• Seamlessly track investigations with case 
management  

• Expand data sources and capabilities with SDK or 
IBM services to create new connectors

IBM Cloud Pak for Security

IBM Cloud Pak for Security
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Prioritized, actionable threat intelligence

Threat Intelligence Insights

• Act upon threat intelligence with the X-Force 
Premium Threat Intelligence Reports, which 
provide contextual information curated by IBM X-
Force IRIS team

• Prioritize threats with X-Force Threat Score, an 
adaptive score, calculated based on your 
relevance, severity, penetration, impact and actual 
environmental sightings

• Identify threats active in your environment with 
Am I Affected, which runs continuous and 
automated searches across connected data 
sources

• Work from a single console to investigate threats 
and indicators of compromise (IOCs) seamlessly 
across multiple siloed solutions and remediate 
cyber threats
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Unified Security Workflows

Data Explorer: 
Federated search for 
investigation

IBM Cloud Pak for 

Security

Development frameworkUniversal data insights | |Case Management

Hybrid multicloud architecture

Security capabilities

Core platform services

Security Orchestration 
& Automation:
Incident response and 
team collaboration

Threat Intelligence Insights: 
Prioritized, actionable threat 
intelligence

QRadar Event Analytics QRadar Network Analytics QRadar Data Lake

Open Hybrid Multicloud Platform

Run anywhereGain security insights Take action faster ||

Open integration with 
existing security tools and 
data sources

QRadar Guardium

QRadar security intelligence

Ver 1.2



4
8

IBM Security / © 2020 IBM Corporation

SOAR 

IBM Security / © 2019 

IBM Corporation

Respond to threats quickly and effectively by 
orchestrating people, process, and technology 
within a seamless IBM Security Cloud Pak user 
experience

bX­ 2' O&6,/,&17v6 Ld> $!3!#,/,7,&6 %&3/2<&% 
natively in CP4S
• Case Management hMaximise your 

resources by easily collaborating in a 
Case

• Dynamic playbooks hConstantly evolving 
to reflect the changing nature of the 
threats.

• Automation h150 OOTB integrations 
supported to provide immediate threat 
enrichment and remediation.
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Develop various security dashboards based 
on a common framework
Teams can rapidly deliver special-purpose dashboards with 
information coming from Cloud Pak for Security apps and 
data services.

Create custom dashboards from a library of 
widgets*
Analysts can build their own dashboard canvases and fill in 
with visualizations of their security data.

Drill into dashboard views for more insights
Analysts can drill into high-level dashboard views to get 
details on specific threats and risks.

* Threat Intelligence Insights widgets are available in Q2, 
SOAR widgets planned for Q3.

Dashboards

49

Create various cybersecurity dashboards for 
analysts, managers and CISOs.
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Prioritized, actionable 
threat intelligence

IBM Security / 

© 2020 IBM 

5

0

What is the 
threat? Am I Affected 

by it?

How can I 
take action?

Is it relevant 
to me?

Act upon threat intelligence with the X-Force Threat 
Intelligence Reports, which provide contextual 
information curated by IBM X -Force IRIS team

Prioritize threats with X-Force Threat Score, an 
adaptive score, calculated based on your relevance, 
severity, penetration, impact and actual 
environmental sightings

Identify threats active in your environment with 
Am I Affected, which runs continuous and automated 
searches across connected data sources

Work from a single console to investigate threats and 
indicators of compromise (IOCs) seamlessly across 
multiple siloed solutions and remediate cyber threats

Q2 Enhancements focus on Am I Affected capabilities 
and the management of custom threats

Threat Intelligence Insights
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Unified Security Workflows

Data Explorer: 
Federated search for 
investigation

IBM Cloud Pak for 

Security

Development frameworkUniversal data insights | |Security orchestration & automation

Hybrid multicloud architecture

Security capabilities

Core platform services

Case Management:
Incident response and 
team collaboration

*Available post -GA 

Threat Intelligence Insights: 
Prioritized, actionable threat 
intelligence

QRadar Event Analytics QRadar Network Analytics QRadar Data Lake

Open Hybrid Multicloud Platform

Run anywhereGain security insights Take action faster ||

Open integration with 
existing security tools and 
data sources

QRadar Guardium

51

QRadar security intelligence

Ver 1.3
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Discovering insights from a large data set can be a 
difficult task without the right view and the right 
analytics. With the new Log Insights view and the 
Investigation Insights with ATK, an analyst will be 
able to immediately see the attributes in a log and 
pivot to discover statistically relevant attributes.

hInvestigation insights layer is an embedded view 
into Data Explorer that provides statistical analysis 
such as:

ÍJ267ª/&!67 $20021 9!/8&6

ÍO&68/76 29&5 7,0& 

ÍM27&17,!/ 287/,&56

Data Explorer (Q2)
Investigation Insights

5

2
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New Case Management dashboards New QRadar dashboards

IBM Security / © 2020 IBM Corporation 53
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IBM Cloud Pak for Security comes with out-
of-the-box connectors to many of your 
existing security tools so you can leave the 
data where it is.

Build your own connector
Open Cybersecurity Alliance (OCA):
Co-founded by IBM to promote and 
support open security

IBM Security / © 2020 IBM Corporation 54

CP4S 1.4
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Customized metrics for threats and risks 

Dashboards and analytics

• View and customize unified SOC dashboards with 
operational metrics from Threat Intelligence, SIEM and 
SOAR systems

• Visualize high-level security data for management and 
drill into details for analysts by building your own 
dashboard canvases

• Understand case management and response efficiency 
with SOAR-specific metrics around case type, severity, 
and time

• *Quickly identify risky users associated with insider 
threats by directly accessing QRadar User Behavior 
Analytics
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IBM Security Risk Manager

Unified risk management 

• An integrated view of risk posture presented in a 
business-consumable dashboard

• Get early visibility into potential security risks by 
correlating insights across risk domains

• Follow a Zero Trust approach to risk mitigation, through 
62/87,21v6 5,6. $217&;7n ,19&67,(!7,21n 5&0&%,!7,21 !1% 
continuous improvement capabilities.

• Visualize what risks have the biggest impact potential

• Quantify and communicate security risk information using 
common language

• Understand the factors contributing to security risk, 
prioritize and take action to mitigate or reduce identified 
risk

Risk Manager
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IBM Security User Behavior Analytics

Detecting Insider Threats

230+ out of the box use cases addressing 3 
major insider threat vectors

• Compromised or Stolen Credentials

• Careless or Malicious Insiders

• Malware takeover of user accounts or devices
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Kanban Case Management

Manage response by utilizing lean 
manufacturing techniques to 
visualize work and priorities

• Visualize work-in-progress

• Prioritize using Time-opened 
information

• View critical information with 
less clicks
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Threat Intelligence in CP4S: 3rd party TI integration phases

59

Key Scenarios

• As a CISO, I want to bring existing threat intelligence feeds to CP4S so that I can utilize them in different 
applications in CP4S to increase ROI.

• As a security admin, I want to access every threat intelligence feeds at one place to streamline my threat 
management process.

TII , DEand Cases show IoC 
enrichment from 3rd party threat 
intelligence

TIS API enables custom integration 
scenarios

• CP4S becomes a centralized 
portal for accessing threat 
intellignece 

TII integrates 3rd party threat 
reports

Security analytics on CP4S utilize 
3rd party threat intelligence:

• X-Force Risk Scoring

• Am-I -Affected

• ATK

IoC repository in CP4S; 
Retain threat management context 
of each IoC from 3rd party feeds

Advanced analytics utilizing 3rd 
party threat intelligence

• Advisor

• Insider Threat

• Risk engine

Phase 1 (IoC Enrichment) Phase 2 (Threat Reports) Phase 3 (IoC Repository) 

Cortex Integration

https://github.com/TheHive -Project/Cortex

OpenCTI Integration

https://www.opencti.io/en/

One API hBring threat intelligence to 
single platform and add value via analytics

https://github.com/TheHive-Project/Cortex
https://www.opencti.io/en/
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Extend your investment with Third Party 
Threat Intel Sources

• *Infuse third -party threat intelligence 
feeds to reuse investment in additional 
threat intelligence through simple single 
configuration screen and enrich 
information throughout the platform in 
context of an investigation or incident

• Get started by simply adding your threat 
feed license key and credentials to the 
platform

• In addition to F?Jv6 /&!%,1( U-Force 
Threat Intelligence Feed , the platform 
will also include pre -built integrations 
for five additional threat intelligence 
feeds from third -party sources such as 
AlienVault OTX, Cisco Threatgrid , 
MaxMind Geolocation, SANS Internet 
StormCenter and Virustotal

*Upcoming capabilities
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*Upcoming capabilitiesIBM Security / © IBM Corporation 
2021

Automated alert investigation driving faster 

more consistent and accurate responses

Threat Investigator 

Let Watson automatically determine threat priorities

Understand the source and impact of the attack so you 
can respond effectively

Map investigations to MITRE ATT&CK tactics and techniques

Provide recommendations based on past outcomes 
in your environment
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*Upcoming capabilitiesIBM Security / © IBM Corporation 
2021

Playbook Designer

Combining the Best of Case Management with the 
Best of Automation 

• Introducing the worlds first process -oriented 
playbook designer for organizations of any 
maturity level 

• Create detailed tasks and workflow elements 
from a single location to produce fool proof 
response plans for analysts of all skill levels 

• Evolve from manual to fully automated 
response plans with no re-work with a new 
automatic task framework

• Change the investigation on the fly with 
Dynamic Playbook framework support 

• Can run multiple playbooks on the same case 



Advanced Persistent Threats 

SIEM.   ( Security Information Event Management )  

Integrated Endpoint, Network, Cloud, 

Application, & User behavior analytics, 

threat detection and investigation

Cyber Rules 

MITRE Framework 



Incident Response

SOAR ( Security Orchestration, Automation, and 
Response) Audit for AS_IS

Design for To_Be

Model

Execute 

Monitoring
Optimizing Business Process Management is not a 

software product but software solutions are 

the best tools to facilitate effective BPM. 



Federated Search

Data Explorer

Federated search and 

investigation across data 

sources without moving 

any data. 

Open source Intelligence 

STIX / TAXII ingestion 

Am I 

infected

Yes and 

here is 

where 



Threat Intelligence

TII ( Threat Intelligence Insights) 

IOC= indicators  of 
compromised  

Open Source Intelligence   

Have real time access to detailed, actionable threat 

intelligence that helps identify and prioritize threats  from 

private and Public collections to investigate incidents.

X-Force Threat Intelligence
Actionable intel derived from more than 1.5 PB of telemetry data

46 billion+
categorized 

URLs

870,000+
malicious IPs

3,900+
web app 
profiles

168,000+
documented 

vulnerabilities

1B+
malware 

indicators

100+ 
threat 
groups 

Infrastructure

Scanning/Crawling
13M pages/day

SPAM/Phishing Traps
10M messages/day

Anti-Fraud
visibility to 270M+ endpoints

Vulnerability Analysis
dozens/week

Incidents 

Threat Actors/Groups
8.5M+ fingerprints

Incident Response
worldwide engagements

Dark Web
750M+ documents

Malware
100K+ samples per day

Cloud Pak for Security

Continuous analytics

Continuous updates

Actionable Intelligence   

IOC=indicators  of 
concern 
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*Upcoming capabilities

Extend your investment with Third Party Threat Intel Sources

Ready for IBM Security Intelligence

IBM PartnerWorld
100+ ecosystem partners, 500+ Platform  integrations

https://exchange.xforce.ibmcloud.com/hub https://opencybersecurityalliance.org/

https://www.fireeye.com/solutions/hx-endpoint-security-products.html
https://www.exabeam.com/
https://www.watchguard.com/wgrd-products/rack-mount/m-series

